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NII Research Data Cloud
Vision and Current Status

Background of NII Research Data Cloud



Policy Developments on Open Science in Japan
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December 2022

Cabinet Office, "Promoting Open Science in Japan"
= Follow-up discussions have been take place since 2015

"The 5th Science and Technology Basic Plan" (In Japanese) ,
= Open Science has been promoted in order to reinforce the intellectual infrastructure

Science Council of Japan (SCJ), "Recommendations Concerning an Approach to Open
Science that Will Contributes to Open Innovation™

Cabinet Office, "Comprehensive Strateqgy for Scientific and Technological Innovation
2017" (In Japanese)

Cabinet Office, "Integrated Innovation Strategy” (In Japanese)

Cabinet Office, "Guideline for Establishing Data Policy at National Research and
Development Agencies™ (In Japanese)

Cabinet Office, "Guidelines for the Development and Operation of Research Data
Repositories” (In Japanese)

Cabinet Office, "Integrated Innovation Strategy" (In Japanese)

Cabinet Office, "Report on the Strategy for Research Data Infrastructure Development and
International Expansion” (In Japanese)

Science Council of Japan (SCJ), "Proposal for the Development of a Sustainable Data
Infrastructure for Life Sciences” (In Japanese)

Science Council of Japan (SCJ), "Proposal for Toward Deepening and Promoting Open
Science" (In Japanese)

Cabinet Office, "6th Basic Plan for Science, Technology and Innovation” (In Japanese)

Council for Integrated Innovation Strategy, "Fundamentals of the Management and Use of
Research Data using Public Funds" (In Japanese)

Science Council of Japan (SCJ), "Responses to deliberations on the

romotion of research

DX - especially from the perspective of promoting open science and

ata utilization - (In
Japanese)



https://www8.cao.go.jp/cstp/sonota/openscience/150330_openscience_summary_en.pdf
https://www8.cao.go.jp/cstp/kihonkeikaku/index5.html
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-23-t230-en.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-23-t230-en.pdf
https://www8.cao.go.jp/cstp/sogosenryaku/2017.html
https://www8.cao.go.jp/cstp/sogosenryaku/2017.html
https://www8.cao.go.jp/cstp/tougosenryaku/index.html
https://www8.cao.go.jp/cstp/stsonota/datapolicy/datapolicy.html
https://www8.cao.go.jp/cstp/stsonota/datapolicy/datapolicy.html
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/guideline.pdf
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/guideline.pdf
https://www8.cao.go.jp/cstp/tougosenryaku/index.html
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/houkokusho.pdf
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/houkokusho.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-24-t279-1.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-24-t279-1.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-24-t291-1.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-24-t291-1.pdf
https://www8.cao.go.jp/cstp/kihonkeikaku/index6.html
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/sanko1.pdf
https://www8.cao.go.jp/cstp/tyousakai/kokusaiopen/sanko1.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-25-k335.pdf
https://www.scj.go.jp/ja/info/kohyo/pdf/kohyo-25-k335.pdf

Increasing workload for researchers towards research digital
transformation

DMP Design Research

integrit

Research
Ethics

Metadata
Curation

Data
Retention

Information
Security

* In Japan, researchers are required
to retain data for 10 years.

So much extra work to do
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Positioning of GRDM as a Service Component within NII RDC
~NII Research Data Cloud - RCOS, since 2017~

Research Workflow - by NI, launched in 2021

Gjﬁ“ﬁ Direct Connect

Access Control

® High Speed Access using SINET5 Experimental |___
e Data S OO VR = Equipment .

Virtual NW and ID Federation

® Effective athiWNitcher
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Metadata Aggregation
Build Knowledge-Base

Discovery Platform
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Storage Area for Long-
term Preservation

Paper Suppl. Data

Institutional RDM

Publication Platform

® Linking Func. between Article and Data

® Researcher and Research Project
Identification and Management Func.

® Data Exchange with International
Discovery Service

® Data oriented Self-Archiving Func.
® Versioning and auto-Packaging Func.

® User Dependent Personal Data
Pseudonym Func.

ID Registration Services 6




GakuNin RDM is a RDM service

GakuNin RDM is part of NII RDC, a research data infrastructure operated by NII,
and specializes in handling closed (private, restricted sharing) data during
research process. In April 2021, we started providing RDM service to academic
institutions across Japan with an operational system with 24/7 operators.

NII adopted Open Science Framework (OSF), developed by the Center for Open
Science (COS) in the US, as the essential software for GakuNin RDM.

NII has implemented new functions required for Japanese academic institutions.

Foster, E. D., & Deardorff, A. (2017). Open Science Framework (OSF). Journal of the Medical Library Association : JMLA, 105(2), 203-206. https://doi.org/10.5195/jmla.2017.88



Concept of GakuNin RDM service

Saving Research Integrity

Promoting Research Activity
- Improving research efficiency by sharing

data - (science misconduct)

- Satisfy policy requirements of funding

agencies and industry - (authorship)

- Ability to deter or track research fraud

- Ability to deter and track doubts in research

Data sharing and credi
{___ Productivity - { RDM p|atf0rm ‘
development

Researcher Institution

N\

Preventing
| Research Integrity |}

Create DMP Workflow as RDM service

Synchronize RDM Storage & Desktop Interoperability of metadata

Wiki as Laboratory Note Encryption

Research Data Management Correspondence to ten years preservation

Add metadata for dataset 1SO27001

Data Backup Copyright and license management

Integrated data management Preserve research tralil

Save research evidence Data archives
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Increase in the number of institutions using GakuNin RDM

« 12 7 institutions
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NIl Research Data Cloud

Accelerate Open Science and Data Intensive Science
by NIl Research Data Cloud with New Seven Features

Reuse Management
Code Package Data Governance

Improves reproducibility of research lTransforms DMP into a crucial
outputs by packaging data, program, project document by supporting
and data analysis environment. . machine-actionable functions.

Current NIl RDC

with main 3 Platforms Data Curation

Contributes data reuse by
developing an eco-system
for data curation networks.

Data Provenance

Provides an incentive model for data
publication by monitoring data usage

provenance.
Data
Publication Managemeh

D i a
Secure Storage U Secure Computation

SCure Computat®
Preserves sensitive informatioq Code Packag® Createsl super-secured .dgta
through the uItra_-secure anc Secure Data Proyenance Capacity analysis space by providing
robust storage environment. Storage DT Building  Secure computing technology.

Environment Platform

Trains all researchers to become new 'science practitioners . T
by providing a learning environment for RDM skills. Capaaty Bu"dmg



Walkthrough of
Research Data Management
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(1) Research-data sharing function with AAl

User selects their institution in the discovery service
from the GakuNin RDM home screen.

Login to the RDM service from
each university's IdP

I\ Users use the RDM service
-~ with single sign-on.

GakuNIn RDM is registered as a service provider in the GakuNin federation
(AAl: authentication and authorization infrastructure), and users can use

the system only by linking with institutional identity providers participating
in GakuNin.
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(1) Research-data sharing function with AAI

Specializing in the management of undisclosed research data

Title

Contributors

Date

License

Abstract

File Manager

/

-
¢
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Citation

Related
Projects

Tags

Recent
Activity
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(2) Linking NII research data infrastructure with

external tools

Connecting to various cloud services

Cloud Storage

Public Cloud
«  Amazon S3
E . Box
Q_? . Dropbox (personal)
"+ Drobox for Business

L& - Google Drive
F One Drive
r_’h «  Azure Blob Storage

S3 compatible storage

Private Cloud
ownCloud
Nextcloud

n «  OpenStack Swift (Apr ver2, ver3)
S3 compatible storage (on-premise)

Figure and Tables Sharing

Figshare

Source Code Repository
GitHub

'@' +  Bitbucket

V - Gitlab

Data Repository
Dataverse

i« WEKO (NII Publication Platform)

Reference Manager
. Mendeley
Zotero

% ]

(Wasabi, Sakura Cloud, IDCF)

Various cloud services can be connected to
GakuNin RDM according to the scales and
purpose of the academic institution. In red
are plug-ins that have been extended by NII,

especially from open source.
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(3) Preservation of research trails

Proof of Data Content by the Time Stamp Authority

Timestamp request
(hash value of data)

Digital signatures for TST
(Time Stamp Token) _ _
Certificate Authority TSA (Time Stamp Authority)

Project Logs
i R 3
ESBRFFATFR
[Test]

NIl

Institutional Logs

| Time Stamp
2007.11.8
10:05:32

Detection of data manipulation and content changes without the use of

GakuNin RDM principal investigators and institutional administrators manage
research trails in one place.
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(4) Administrative functions for
institutional use

Supporting system management and customization for agency administrators

- Connect University-owned storage |
« Selection of available external
services

« Logging of Institutional Users




Advanced Applications:
Code Package Function

(Data Analysis Function)
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Background of Code package Function

® To promote data-driven science, a high degree of
Integration between research data and computational
resources is desired. .

ONII is developing a variety of computing services that
cooperate with NII RDC to facilitate the use of research
data by diverse researchers.

18



Code package Function

5

Message Broker

L

Discover

. ] Input Data
_C.NII Research @
@ Programs
Manage J’\E Env. Def. -
’ > Workflow Engine
Publish @ Output Data > Batch Scheduler

o © cce

@ Auto-build a JupyterHub environment on the NII Cloud from within GakuNin RDM
@ Cooperate with a variety of data sources and computational resources

© Share the analysis results with the project members in GakuNin RDM

O Publish the project as a "computational reproduction package"

@ Discovered and reused by other researchers to start a subsequent research

IoT Devices

Supercomputers

Secure Computing
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Systems Development of Code Package Function

® The SINETStream Trial Service provides a
framework for researchers to collect and analyze
streaming data
without having to deploy a broker.

® The GakuNin RDM Data Analysis Function provides
researchers with a Jupyter environment on NII
cloud.
Researchers can run Python, R, and MATLAB

programs
to analyze their data stored in GakuNin RDM.

® The Reproducible Package Function archives a
GakuNin RDM project in an RO-Crate format and
makes it available for reuse by other researchers

Configm\ 12\ Config Server © GakuNin RDM

HTTP
HTTP

Confi ‘\\ *

Wiiter Topic Reader
Kafka/ Kafka/

———— i —— - - —\\
e
=
- =
%

through JAIRO Cloud and CiNii Research. Cortgm ) varT T vart
® The GakuNin RDM App for Open OnDemand — B . _

mounts Shared Broker € Analysis Function

a GakuNin RDM's storage from within a

supercomputer.

It is currently supported at Fugaku at RIKEN.



Advanced Applications:
Data Governance Function

(Data management Plan) Function
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Status of DMP (Data Management Plan) use

It is difficult for researchers to utilize
DMPs required by funding agencies
(FAs) in their research activities.

DMPs are created as free-form text, which is

difficult for a computation resource to interpret.

RDM according to a DMP is left to researchers.

It’s troublesome for both researchers and
institute staff to verify the consistency between
DMPs and the state of RDIV.

N2

DMPs are treated as just documentations...

An example of a DMP

No. Data Name Description Manager Class LT | ]

level secrecy
t[))atsaegzggtr:red This includes
d?,llrin the O road image data OO Commi Level 4 (Broad Not
1 o trigl captured by Research ssioned provision and confidenti
includir,19 sensors during Institute Data utilization))  al

related data the OO trial.

Wsubmit

Finish---
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Solutions

We have been developing
functions that semi-automatically
generate an appropriate
environment for RDM according
toa DMP + a (e.g., rules defined
by researchers).

v Research Flow: arrange the research
procedure according to DMP + a.

v Monitoring: verify the consistency
between DMP + a and the state of RDM
continuously.

N2
Keep/improve the quality of
RDM!

) 4

DMP + a g

Machine-actionable

Monitoring

RDM env. preparation

Computation env. preparation

Publication support

©

bullojiuon
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Vision of Data Governance Functions

Issue: More and more funding agencies request researchers DMPs

Additional work i@ Why should @
to do? | submit?

Solutions:

24



Model of research data governance

I
I
:
I
I
I
I
I
I
I
I
I
I
I
I
I
:
|

Disciplined behavior/actions to protect and improve the quality
of research data management (RDM).

o —— — — — — — — — — — — | e e

7 N

/'< Research | |
data policy |
’ 66( (document) |
Constraint |
Researcher . ol |
v | Institution
-  DMP !
Write, update (document) :
I
Pra Consistency |
Ct/C@ I
@/o/7 I
g DM,O ~| RDM |
(action) /'
N R4
As a researcher: As an institution:
« Consider the research data policy (RDP). « Formulate and maintain their RDP.
« Practice RDM along their DMP. « Practice DG along its RDP.
« Utilize the environment for RDM « Support their researchers to practice
(provided by her/his org.). RDM.
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Our first concept of DG functions

DG as a researcher

Support a part of DG as a researcher:

« Verify whether the state (metadata + dataset) of research data satisfies
the RDM requirements described in the DMP.
« Support researchers to practice RDM along their DMP.

Research
data policy
men

e — — — — — — —

e N\ Institution
DMP

(document)

Researcher

Updated less frequently

RDM

I
I
I
I
Consistency :
I
_ I
(action) |

Updated more frequently

~—_— 7

VerifyI_automaticaIIy
Monitoring

ResearchFlow
(RF) G
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How to apply RDM requirements

RDM requirements

In terms of verification:
generate | ~ | [  criteria, how to judge (for verification).
CIO’cherSt In terms of provisioning:
(document) (document) « requirements of the env.
RF
I l Convert
Verification
- Monitorin
3 g Governance rule
@ The state of
S research Metadata Validation
2] data (data) schema (MS) rule (VR)

Research ICoIIect
data + ﬁ

Practice RDM Machine-processible format




Fundamental DG functions

What we provide: A framework for implementing the PDCA cycle for RDM
Value: Visualization of data management policy and management status,
labor saving of data management

@verify the consistency
between the actual RDM

state with DMP RDM
metadata
@®create the
RDM policy/plan
(DMP)
®@facilitate RDM ®collect the current

RDM metadata

Research data,
provenance, etc.
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Summary

The National Institute of Informatics (NII) in Japan is advancing open science
through its NII Research Data Cloud (NII RDC), designed for academic
Institutions.

Within NII RDC, GakuNin RDM (GRDM) serves as a platform for managing and
sharing controlled data. GRDM is based on the Open Science Framework (OSF),
which was developed by the Center for Open Science (COS) in the United States,
and has been tailored to meet the specific needs of Japanese researchers. GRDM
supports authentication and authorization infrastructure (AAI), cloud service
integration, and data provenance management.

NII RDC also offers data analysis capabilities through JupyterHub, enhancing the
reproducibility of research.

Additionally, NII is developing machine-actionable Data Management Plans
(maDMPs) to support data governance and ensure compliance with policies and
regulations by dynamically defining workflows and assessing data quality.

This presentation has aimed to provide you with insights into the latest
developments in research data management and infrastructure in Japan.
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RCOS: Research Center for Open Science and Data
Platform
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rcos-ext@nii.ac.jp
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